
1

Digital Citizenship

Karen Haase

KSB School Law

@KarenHaase

karenahaaase

Consequences for Digital 
Citizenship Fails

§School-based
§Criminal Prosecution
§Victimization by Predators

School Based Consequences

§Activities
§Suspension and Expulsion
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Sports and Activities

Arceneaux v. Assumption Parish Sch. Bd., 
242 F. Supp. 3d 486 (5th Cir. May, 2018)

§Cheerleaders post pic on Snapchat
§Sent to Weekend Schemers 
• “The Weekend Schemers maintains a Snapchat 
account that posts pictures provided by third 
parties and bills itself as ‘[t]he authority on 
college life, partying, and most importantly 
scheming.’
• “Many of the photographs featured on Weekend 
Schemers's Snapchat account depict young 
women exposing their buttocks”

§School found out

Arceneaux v. Assumption Parish Sch. Bd., 
242 F. Supp. 3d 486 (5th Cir. May, 2018)

§Student given
•3 days ISS
•Kicked off cheer squad
•Prevented from trying out senior year

§Parents Sued
•Student Handbook
• First Amendment
•Sex Discrimination
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Arceneaux v. Assumption Parish Sch. Bd., 
242 F. Supp. 3d 486 (5th Cir. May, 2018)

§Court: 
• Family failed to present direct or circumstantial 
evidence that would give rise to an inference of 
unlawful discrimination
•Student “was not excluded from participating in 
cheerleading because she was a female student.  
She was removed form the team because she 
posed for a photograph, raising her cheerleading 
uniform skirt, and that photo was posted on the 
internet. 

A.Z. v. Doe 
(N.J. 2008)

§Heroes and Cool Kids Program
§Anonymous Parent sends school pics from 
Facebook
§Student sues “John Doe”; serves subpoena
§Defendant: no defamation therefore no 
case
§Court: truth is an absolute defense

Be careful what you tweet

§ Senior basketball player: 3.5 GPA, 15.8 PPG, 5.5 
rebounds per game

§ Tweeted at the WIAA to “EAT S***”
§ 5 game suspension
§ “I never thought it would get me in trouble like that.”
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Be careful what you tweet

§ Senior basketball player: Division I scholarship, State 
Player of the Year

§ Tweeted at other team
§ Deleted after 15 minutes 
§ Stripped of POY status

Be careful what you retweet

§ Senior soccer player
§ Retweeted pro-pot legalization account
§ Removed from team
§ Sued school
§ Lost
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Coach Frost:

“And I’ll tell you this right now — if there’s 
anything negative about women, if there’s 
anything racial or about sexuality, if there’s 
anything about guns or anything like that, 
we’re just not going to recruit you, period. 
Piece of advice for you — what you put on 
social media, that’s your résumé to the world. 
That’s what you’re trying to tell the world 
you’re all about. That’s how you’re 
advertising yourself. Be smart with that stuff.”

Suspensions and Expulsions

Suspensions and Expulsions

§ S.D. CODIFIED LAWS § 13-32-4 et seq. 
§ Reasons for discipline: 

§ Harassing others
§ Using profanity or improper language, or 

showing disrespect to the dignity of other 
students or staff

§ Abusive epithets or threatening gestures
§ “On school grounds” = 1-1 devices



6

Suspensions and Expulsions

§ S.D. CODIFIED LAWS § 13-32-4 et seq. 
§ Consequences:

• Loss of district technology use
• Loss of extracurricular privileges 
• Suspension
• Expulsion

Shen v. Albany Unified Sch. 
Dist. (2017)

§Student created Instagram account with 
limited access, around 10 other kids
§Posts were racist and threatening in 
nature
•KKK starter pack
•Picture of a white man beating a black 
slave
•Pictures of African-American staff and 
students with nooses drawn on their necks

Shen v. Albany Unified Sch. 
Dist. (2017)

§Ten students depicted; word gets out
§Instagram account deleted
§Creator of the account expelled; 
students who liked and commented 
also disciplined
•Liking a post “broadcasts the user’s 
expression of agreement, approval, or 
enjoyment of the post”
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Shen v. Albany Unified Sch. 
Dist. (2017)

§Protected speech?
•Court finds a nexus between Instagram 
account and school; posts about school 
staff, students, activities
•Reasonably foreseeable speech would 
reach school and create a risk of 
substantial disruption; posts about 
students likely to be shared with targets

§Studenta found to be properly 
disciplined

Criminal Consequences
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Criminal Consequences

§Terrorist Threats: 
§threatens to commit any crime of violence
§with the intent to intimidate or coercE
§Class 5 felony (S.D. CODIFIED LAWS § 22-8-13)

§Falsely reporting a threat:
§“Any person who makes a false report, with intent 
to deceive, mislead, or otherwise misinform any 
person . . . is guilty of falsely reporting a threat.” 

§Class 6 felony (S.D. CODIFIED LAWS § 22-11-9.2)
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James Nold, Assistant Supt 
Sioux Falls School District

“Whatever students put on social media is 
not a joke, and it can never be taken as a 
joke.  Those things are taken very seriously 
by the school district and the community 
and the students' parents and the police 
department."

Sexting and Privacy

Sexting Charges

§S.D. CODIFIED LAWS § 26-10-33
•No minor … may intentionally create, produce, 
distribute, present, transmit, post, exchange, 
disseminate, or possess, through any computer 
or digital media, any photograph or digitized 
image or any visual depiction of a minor in any 
condition of nudity … or involved in any 
prohibited sexual act .... 
• “Prohibited sexual act:” 
−actual or simulated exhibition
−includes encouraging, aiding, abetting or enticing any 
person to commit any such acts

§
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Affirmative Defense

§S.D. CODIFIED LAWS § 26-10-34
•Did not ask for it
•Did not share or post
• Immediately deletes

State v. Larry
(Maine 2016)

§Girlfriend sent video
§He played it for friends 
in the lunchroom

§Convicted of 
possession of child 
pornography

§10 days in jail
§10 years on sex 
offender registry

§ (girl also charged)

A word about Snapchat

“we cannot promise that deletion 
will occur within a specific 
timeframe”

https://www.snap.com/en-US/privacy/privacy-policy/
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Victimization

Wisconsin v. Stancl
DA Case No.: 2008WK010779 

(Waukesha County, WI)

§High school student posed as a girl, tricked 
male classmates into sending nude photos
§Then blackmailed boys into sex acts 
•Thirty-one victims
•Then took photos of the physical encounters 
•Continued to blackmail victims for 10 years
•Some of the victims were hospitalized for 
suicidal thoughts or required medication or 
therapy

§Sentenced to 15 years 

Wisconsin v. Stancl
DA Case No.: 2008WK010779 

(Waukesha County, WI)

§Wired magazine posted the criminal 
complaint against Stancl on its Web site
•kids downloaded the document, which identified 
the victims by their initials and dates of birth. 
•Then the kids went to Facebook and searched 
the high school’s network by plugging in birth 
dates. 
•Within minutes they had a full list of the names 
of the alleged victims
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So, now what?

Questions?

Karen Haase

(402) 804-8000 (office) (402) 499-0547 (cell)
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