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“YOUR MOTHER AND | FOUND OUT YOU'VE BEEN BLOGGING.
WE DON'T KNOW WHAT THAT MEANS, BUT WE'D LIKE YOU TO STOP.”




Our kids are growing up on

a digital playground and no

one is on recess duty.
-@KevinHoneycutt




Snapchat




Snapchat and Safety
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Settings

ir location updates while you have Snapchat open.

Ghost Mode

WHO CAN SEE MY LOCATION
My Friends v

Select Friends...
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Your location updates while you have Snapchat open.
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Sexting, v: (a combination of
sex and texting) iIs the act of
sending sexually explicit
messages or photos
electronically, primarily between

cell phones.
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Sexting Stats

*57% reported that they had been asked
to send a sext

*11% of teens admit they’ve sent
pictures to strangers

*80% of teens who have sexted are
under the age of 18




INn re Juvenile John Does

(Fairfax Co. Va. 2013)

= Girls Snapchatted video to boy
= He forwarded screenshots to friends

= Three boys arrested at school

= Each charged with 12 counts of
distribution of child pornography

* Found guilty, registered sex offenders,
sentences upheld




Nebraska Law

*NEB. REV. STAT. 28-813 et seq.

*Makes sexting (images) a class IV felony
for offenders under 19

=Class IlIA felony for 19 and up

*Both punishable by:

e Up to 5 years in prison and/or
« $10,000 fine
« Require sex offender registration



Survey of County Attorneys
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Taylor v. Francko

(Hawalii 2016)

*William Francko proposed to Leona
Taylor

sShe refused

*He posted nude photos of her online,
along with her contact information

=Sued for public disclosure of private
facts, defamation of character, and
Infliction of emotional distress.

=Court entered judgment against
Francko and awarded Taylor $425,000
IN damages




Criminal Consequences

= NEB. REV. STAT. 28-311.01:
= Terroristic Threats: “threatens to commit
any crime of violence ..”
« With the intent to terrorize another
 In reckless disregard of the risk of
causing such terror

= Class IV Felony punishable by 5 years in
prison and/or $10,000 fine
= “Rebecca’s Laws” across U.S.




Fremont Police Respond to Threats at Area High School

Posted: Thu 2:07 PM, Jan 21, 2016 By: Press Release

Home Headlines List  Article

FREMONT, Neb. -- On Wednesday morning, at 4 O u T
approximately 7:40 a.m. the Fremont Police School Dropbox Google

Resource Officer was contacted by Administration of the

Fremont High School in reference to a posting by a ’ \9 t
student @ on Snapchat that indicated a possible threat — —
against the school involved what appeared to be a firearm.

Snapchat is a video messaging application &. Using the )/ ’ =
application, users can take photos, record videos, add text

and drawings and send them to a controlled list of

recipients.

The 17-year-old juvenile male suspected of posting the information was not in school & and was
contacted by police at his home in Fremont.

The firearm, later determined to be an airsoft gun, was located at another residence and collected as




CHANNEL 35 | 94.7 FM | NEWS CHANNEL NEBRASKA

NEWS CHANNEL -
NMENNEBRASKA

HOME | NEWS | WEATHER | SPORTS | VIDEO | COMMUNITY | WINSTUFF | ABOUTUS TV

Neligh-Oakdale Student Arrested For ‘Columbine’ Threat

BY Antelope County News | 12/20/2016

Home » News » Featured News

A Neligh-Oakdale student was arrested Monday after allegedly using Snapchat to threaten “to make
Columbine look like a (expletive) joke.”

According to Ofc. Kraig Nelson of the Neligh Police Department, the threat showed a picture of a toy
gun and a message that stated “I'm going to make Columbine look like a ‘expletive’ joke.” This
Snapchat message was sent to a large group of students and friends of the suspect.

The Neligh Police, along with the Antelope County Sheriffs Department, received the report of the
potential threat from the Neligh-Oakdale School administration.

Nelson said upon investigating the threat, a male juvenile was arrested by the Neligh Police
Department for Terroristic Threats, a Class IlIA Felony. The male juvenile was taken to the juvenile
Detention Center in Madison to be held on his charges.



Bullying and Cyberbullying




Sarahah




Bullying Definitions

*CDC’s uniform definition (as of 2015):

« “Bullying Is any unwanted aggressive
behavior(s) by another youth or group of
youths who are not siblings or current
dating partners that involves an observed
or perceived power imbalance and is
repeated multiple times or his highly likely
to be repeated”

* “behaviors could be verbal, physical or
relational”




School Conseqguences for

Cyberbullying

* NEB. REV. STAT. 79-2,137
= Definition: “ongoing pattern of
physical, verbal or electronic abuse”

= Conseguences:

_0ss of extracurricular privileges
Detentions

_0ss of recess

Suspension

Expulsion

Alternative School Assignment




Instagram




A.N. v. Upper Perkiomen Sch. Dist.,

2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

*Student made “mashup video” and
posted to Instagram

« Combination of “Evan” and “Pumped Up
Kicks”

«“See you next year, If you're alive”

«“See you next year. It is not a threat, you
n****s need to chill”

=Students, parents become concerned

*PA state police contact principal at 2
a.m.

»School cancelled for the following day



A.N. v. Upper Perkiomen Sch. Dist.,

2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

»Student not criminally charged
=»School sought to expel

=Parents sued
* No prior discipline history
* Not special ed or 504
* Claimed free speech violation

=Court
e Speech caused material and substantial
disruption
* Speech reasonably led to forecast of
disruption



A.N. v. Upper Perkiomen Sch. Dist.,

2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

=Court

« “Although the student argued that the
post was meant to be a joke, the
student’s subjective intent was not
relevant to the court’s application of
Tinker. The Tinker standard also did not
require the court to decide whether
school officials’ characterization of the
student’s speech as a threat was
proper.”




t. Luke’s School in New
York




St. Luke’s School

*"Instagram page: “StLukeldiots”
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St.luke Kids

These kids are all ugly and fat! I'll be posting
the 6th graders that should die ; ex:
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stlukeidiots Your face is so fat oh my god
and your stomach is so ugly and fat ur
gonna become fatter than u already are!
Nowhere near pretty

Follow me!




St. Luke’s School

*"Instagram page: “StLukeldiots”
=»Students told parents

*School expelled the kids who
created the page

=Police arrested kids who made the

meanest comments




Musical.ly




Musical.ly Threat

=]12-year old boy

=Posted, “Hello | am going to kill kids at
SEVEN SPRINGS MIDDLE SCHOQOL on
Friday the 7th of October 2016 GET
READY 6th graders for your worst day
and your last!V

clouning_around

@clouning_around



Musical.ly Threat

*Parents called school and police

=Police arrested

* Police chief: “12 year old knows right
from wrong.”

 Charged with second-degree felony for
“written threats to kill.”

*When asked why he did it?
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Internet Safety
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“Someone stole my private information and posted it on

millions of Facebook pages. OMG — I’'M FAMOUS!”




State v. Gallegos

=16-year-old girl met
17-year-old guy on
Kik

*»Talked, became
friends

*Asked her for pictures
*She said OK

*Then said he’d share
those photos with her
classmates unless she
met him




Dad: 12 year-old violated after receiving nude photos on
Snapchat

-
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MADISOM, Wis. (WMTV) — A Wisconsin family is sharing their story after a troubling incident involving Snapchat Mow, they wani
to warn other parents after their 12 year-old daughter received nude photos from a complete stranger

Snapchat is known for its fun fifters, and guick photo and video
sharing features. Once you cpen something in the app, it
dizeppears in 1 to 10 seconds

Last week, 2 12 year-old Medison, Wisconsin girl received
disturbing photos, leaving her upset and embamassed, and her
parents feeling helpless.




Vault Apps
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How to login.

— 1.Click *." button.
2 Enter your passcode ——
— 3.Click “." button again.

Set Passcode

?" Upgrade Now! JAR i VS N 3=t
I’@: ” Secret R Contacts === Passwords

Calculator+




Other Secret Folders

My Folg:ler

Contact

Location
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Related: tube mate> picture locker> customize keyboard

HiCalculator- private album
and secret photo protecter...
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Pe

nding Cases

= Canon City, CO
« Hundreds of students traded nude pictures
e 400+ photographs of “over 100 kids”
« Used “vault” apps to accrue pictures and

points
e “the pim
 Football

0 of pictures” had the most points
olayers at center of scandal—

cancelled last game of the year
 Prosecutors settled for diversion



So, now what?




Adults Need to Model

EDITOR'S PICK
Ricketts calls for resignation amid allegations

Sen. Kintner had explicit video on state
computer

ZACH PLUHACEK and JoANNE YOUNG Lincoln Journal Star  Updated 3 hrs ago %, (123)

f v & &80 L
VAT
Gov. Pete Ricketts has urged state Sen. Bill Kintner of Papillion to o Pawer nf
resign if allegations are proven true that Kintner exchanged g AT

sexually explicit video of himself using his state computer.

A source familiar with the situation said Kintner told investigators

about the video when he asked the Nebraska State Patrol for
State Sen. Bill Kintner help with computer problems in July 2015.




Limit electronics?

*Common Suggestions

Don’t charge the phone or tablet in the
nedroom

* Place computers in public parts of the house

 Technology Timeouts: Limit texting during
meals, homework time, etc.

=Alternative: track “connected” time and
compare to “unconnected” time




I things may be bad

already:

*Talk to other affected parents, but don’t
be accusatory

#1 Complaint from Administrators across
the country: “Parents won’t do their own
dirty work.”

»School admins must call the cops/HHS




I things may be bad

already:

"mSpy ($70/mo or $199.99/yr)

e Snapchat: “this is the nuclear option”

"\WebWatcher ($99.95)

*K9 Web Protection (free)

*App locking, mirroring, syncing

"Block download capabilities
"Internet/Device/Service provider tools
*Turn off “incognito windows”

*Disable in-app browsers
5



Taking back the

conversation

Ask kids why they use SnapChat,
Instagram, and Saraha,

Kids use these apps because they are
a parentless universe...use them!

DC i1s more than monitoring—its about
shaping values/lessons to life online
Talk to them: your kids want to talk!
> 50% of kids are “open to talking”




“When I said I wanted to see your work, I wasn't
talking about Snapchatting me pics of you
doing homework.”



Questions?
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