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Snapchat



Snapchat and Safety











Sexting



Sexting
Sexting, v:  (a combination  of 
sex and texting) is the act of 

sending sexually explicit 
messages or photos 

electronically, primarily between 
cell phones. 



Sexting Stats
57% reported that they had been asked 
to send a sext 
11% of teens admit they’ve sent 
pictures to strangers
80% of teens who have sexted are 
under the age of 18



In re Juvenile John Does 
(Fairfax Co. Va. 2013)

 Girls Snapchatted video to boy
 He forwarded screenshots to friends
 Three boys arrested at school
 Each charged with 12 counts of 

distribution of child pornography 
 Found guilty, registered sex offenders, 

sentences upheld



Nebraska Law

NEB. REV. STAT. 28-813 et seq. 
Makes sexting (images) a class IV felony 
for offenders under 19
Class IIIA felony for 19 and up
Both punishable by:

• Up to 5 years in prison and/or
• $10,000 fine
• Require sex offender registration



Survey of County Attorneys
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Taylor v. Francko
(Hawaii 2016)

William Francko proposed to Leona 
Taylor
She refused
He posted nude photos of her online, 
along with her contact information
Sued for public disclosure of private 
facts, defamation of character, and 
infliction of emotional distress. 
Court entered judgment against 
Francko and awarded Taylor $425,000 
in damages



Criminal Consequences

 NEB. REV. STAT. 28-311.01: 
 Terroristic Threats: “threatens to commit 

any crime of violence …”
• With the intent to terrorize another 
• In reckless disregard of the risk of 

causing such terror
 Class IV Felony punishable by 5 years in 

prison and/or $10,000 fine
 “Rebecca’s Laws” across U.S.







Bullying and Cyberbullying





Bullying Definitions

CDC’s uniform definition (as of 2015):
• “Bullying is any unwanted aggressive 
behavior(s) by another youth or group of 
youths who are not siblings or current 
dating partners that involves an observed 
or perceived power imbalance and is 
repeated multiple times or his highly likely 
to be repeated”

• “behaviors could be verbal, physical or 
relational”



School Consequences for 
Cyberbullying 

 NEB. REV. STAT. 79-2,137 
 Definition: “ongoing pattern of 

physical, verbal or electronic abuse”
 Consequences:

• Loss of extracurricular privileges 
• Detentions
• Loss of recess
• Suspension
• Expulsion
• Alternative School Assignment



Instagram



A.N. v. Upper Perkiomen Sch. Dist., 
2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

Student made “mashup video” and 
posted to Instagram
• Combination of “Evan” and “Pumped Up 
Kicks”

• “See you next year, if you’re alive”
• “See you next year. It is not a threat, you 
n****s need to chill” 

Students, parents become concerned
PA state police contact principal at 2 
a.m.
School cancelled for the following day



A.N. v. Upper Perkiomen Sch. Dist., 
2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

Student not criminally charged
School sought to expel
Parents sued

• No prior discipline history
• Not special ed or 504
• Claimed free speech violation

Court
• Speech caused material and substantial 
disruption

• Speech reasonably led to forecast of 
disruption



A.N. v. Upper Perkiomen Sch. Dist., 
2017 U.S. Dist. LEXIS 2017 (E.D. Pa. 01/10/17)

Court
•“Although the student argued that the 
post was meant to be a joke, the 
student’s subjective intent was not 
relevant to the court’s application of 
Tinker. The Tinker standard also did not 
require the court to decide whether 
school officials’ characterization of the 
student’s speech as a threat was 
proper.”



St. Luke’s School in New 
York



St. Luke’s School

Instagram page: “StLukeIdiots”







St. Luke’s School

Instagram page: “StLukeIdiots”
Students told parents
School expelled the kids who 
created the page
Police arrested kids who made the 
meanest comments



Musical.ly



Musical.ly Threat

12-year old boy
Posted, “Hello I am going to kill kids at 
SEVEN SPRINGS MIDDLE SCHOOL on 
Friday the 7th of October 2016 GET 
READY 6th graders for your worst day 
and your last!!’

.



Musical.ly Threat

Parents called school and police
Police arrested

•Police chief: “12 year old knows right 
from wrong.” 

•Charged with second-degree felony for 
“written threats to kill.” 

•When asked why he did it? 



Musical.ly



Internet Safety



State v. Gallegos

16-year-old girl met 
17-year-old guy on 
Kik
Talked, became 
friends
Asked her for pictures
She said OK
Then said he’d share 
those photos with her 
classmates unless she 
met him





Vault Apps



Calculator%



Calculator%



Other Secret Folders





Pending Cases
 Cañon City, CO 

• Hundreds of students traded nude pictures
• 400+ photographs of “over 100 kids”
• Used “vault” apps to accrue pictures and 

points
• “the pimp of pictures” had the most points
• Football players at center of scandal—

cancelled last game of the year
• Prosecutors settled for diversion



So, now what?



Adults Need to Model



Limit electronics?

Common Suggestions
•Don’t charge the phone or tablet in the 
bedroom

•Place computers in public parts of the house
•Technology Timeouts: Limit texting during 
meals, homework time, etc. 

Alternative: track “connected” time and 
compare to “unconnected” time



If things may be bad 
already:

Talk to other affected parents, but don’t 
be accusatory
#1 Complaint from Administrators across 
the country: “Parents won’t do their own 
dirty work.”
School admins must call the cops/HHS



If things may be bad 
already:

mSpy ($70/mo or $199.99/yr)
• Snapchat: “this is the nuclear option”

WebWatcher ($99.95)
K9 Web Protection (free)
App locking, mirroring, syncing
Block download capabilities
Internet/Device/Service provider tools
Turn off “incognito windows”
Disable in-app browsers



Taking back the 
conversation

 Ask kids why they use SnapChat, 
Instagram, and Saraha, 

 Kids use these apps because they are 
a parentless universe…use them!

 DC is more than monitoring—its about 
shaping values/lessons to life online  

 Talk to them: your kids want to talk!
 > 50% of kids are “open to talking”
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