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Social Media is Here to Stay

One Minute on the Internet

16 million text messages sent
900,000 Facebook logins
46,200 Instagram posts uploaded 
452,000 Tweets sent
1.8 million Snaps created

http://www.visualcapitalist.com/happens-internet-minute-2017/
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Educators and Social Media
Univ. of Phoenix College of Ed. Poll, 

(reported in Special Education Today 9/10/15)

4 out of 5 educators use social media personally
1 in 5 use in classroom
34% have encountered difficulties when 
students or parents have attempted to connect 
on social media
47% believe using social media in the classroom 
could enhance student learning
80% say they don’t feel they’ve been trained

Social Media Every School HR 
Professional Should Know About 

Facebook
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Facebook

 Facebook dominates social media
• 2.07 billion active monthly users as of 10/23/17
• 50% of active users log on daily 
• Largest group of users aged 35-54

https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-users-
worldwide/

Facebook’s Revenge Porn Prevention 
Pilot Program

The Non-consensual 
Intimate Image Pilot 
Program
Send in your nudes
We will scan them, and 
then look out for 
anyone posting them
Trust us
What could go wrong?

Twitter
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Twitter

Messages, photos and links – all must be 140 
characters or less
• 330 million active monthly users as of 
10/29/17
• Lots of education-related professional 
development

https://www.statista.com/statistics/282087/number-of-monthly-active-twitter-
users/

Instagram

Instagram

Social media photo sharing
• 800 million active monthly users as of 9/10/17
• 56% of users between 14 and 17
• 34% of teens identify it as “the most 
important” social media

https://www.statista.com/statistics/657823/number-of-daily-active-instagram-
users/
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Snapchat

Snapchat

178 million daily users as of September 
2017
Snapchat features
•Disappearing images
• Texting/chatting
• Voice Calls
•Geofilters
• Snap Maps

https://www.statista.com/statistics/545967/snapchat-app-dau/  

Snapchat Maps
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So what’s the Problem?

Two General Types of Concern 
with Staff and Social Media

Grooming for Abusive Relationships
Stupid and Unprofessional Conduct

Grooming on Social Media

Percentage of Students abused by school 
staff member
• 7% (3.5 Million students) (2004 USDOE study)
• 9.6% (American Assoc. of Univ. Women Study 
2009)

99% of sexual misconduct committed by 
school employees was accompanied by 
grooming
Stop the grooming, you stop the misconduct
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Steps in the Grooming Process

1. Identifying vulnerable child
2. Gaining child’s trust through gifts or engaging 

child in peer-like conduct 
3. Desensitizing child to inappropriate conduct –

violating boundaries 
4. Isolating the child – requiring child to keep secrets
5. Engaging in sexual conduct (and then blaming the 

child for “wanting it”)

Where Social Media Gets Used

1. Identifying vulnerable child
2. Gaining child’s trust through gifts or engaging 

child in peer-like conduct 
3. Desensitizing child to inappropriate conduct –

violating boundaries 
4. Isolating the child – requiring child to keep secrets
5. Engaging in sexual conduct (and then blaming the 

child for “wanting it”)
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Using Facebook to Groom

Using Snapchat to Groom
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Roof v. Newcastle Pub. Sch. Dist., 
116 LRP 5059 (W.D. Okla. 2016)

High school history teacher 
• Sent special ed student explicit pics on 
Snapchat
• Sexually assaulted her 

Student posted on Twitter that victim "was 
late to 6th hour because she was busy 
making out with the history teacher" 
District suspended teacher and contacted 
law enforcement

Roof v. Newcastle Pub. Sch. Dist., 
116 LRP 5059 (W.D. Okla. 2016)

Prior year, school discovered teacher had 
affair with married coworker
Parents sued school under Title IX
Court: district properly responded to the 
alleged assault
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Stupid and Unprofessional 
Behavior

Causes for Concern
 Drug/Alcohol Use
 Sexual Inappropriateness
 Inappropriate Communication with 

Students
 Inappropriate Communication about 

Students
 Selling School Property

Matter of Rubino v. City of New York, 
34 Misc. 3d 1220, 115 LRP 4972 (N.Y. Sup. Ct. 2012)

Christine Rubino, 5th-grade teacher
June 22, a student drowned on a field trip
June 23, she posts to Facebook: 

• "After today, I am thinking the beach sounds like a 
wonderful idea for my 5th graders! I HATE THEIR 
GUTS! They are the devils (sic) spawn!" 

• Friend: "oh you would let little Kwame float away!"
• "Yes, I wld (sic) not throw a life jacket in for a 
million!!”
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Matter of Rubino v. City of New York, 
34 Misc. 3d 1220, 115 LRP 4972 (N.Y. Sup. Ct. 2012)

Rubino challenged her dismissal claiming 
violation of First Amendment
Court: no First Amendment Violation
Comments were posted in her capacity as a 
teacher—not a private citizen
Not about “matters of public concern”

And its not just teachers….

KY Unemployment Ins. Commn v. 
Robinson, 

2015 Ky. App. Unpub. LEXIS 381 (KY Ct. App. 2015)

Bus driver
Daughter being bullied by another student 
Private message on Facebook 
• Asked student to stop
• Student responded with profanity
• “YOU LITTLE BITCH, what are you going to do 
when Stephen dumps your ass after you have 
the baby like he did his other girlfriend.” 
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KY Unemployment Ins. Commn v. 
Robinson, 

2015 Ky. App. Unpub. LEXIS 381 (KY Ct. App. 2015)

Discharged
Denied unemployment benefits 

Legal Framework for Addressing 
Misuse of Social Media

First Amendment Issues
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 Teacher wrote letter to the editor, criticizing the 
BOE’s allocation of funds between academics and 
athletics.

 BOE terminated the teacher, saying that the letter 
contained false statements that impugned the 
integrity of the school system.

 The teacher sued, claiming BOE violated First 
Amendment right to free expression

Pickering v. Bd of Ed.
931 US 563 (1968)

 Court: public schools cannot terminate a teacher for 
speaking out as a citizen on matters of public 
concern

 Key Quote: “The problem in any case is to arrive at a 
balance between the interests of the [public employee], as 
citizen, in commenting upon matters of public concern and 
the interest of the State, as an employer, in promoting the 
efficiency of the public services it performs through its 
employees.”

Pickering v. Bd of Ed.
931 US 563 (1968)

 Employee unhappy about transfer and prepared a 
questionnaire asking for her co-workers views on 
the transfer policy, office morale, and the level of 
confidence in supervisors. 

 Boss immediately terminated
 Employee sued, alleging that her termination 

violated her First Amendment right to free speech. 

Connick v. Myers
461 US 131(1983)
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 Court: 
• Employee speech is only protected if it is speech 

as a citizen on a matter of public concern
• Speech that is of personal interest to the 

employee is not protected
• The main thrust of the speech must relate to a 

matter of public concern

Connick v. Myers
461 US 131(1983)

 Tara Richerson was a mentor for beginning 
teachers 

 On personal blog described one administrator as “ 
a smug know-it-all creep” who has “a reputation of 
crapping on secretaries….”

 Demoted by school, sued claiming violation of First 
Amendment

Richerson v. Beckon
2009 U.S. App. LEXIS 19327 (9th Cir. 2009)

 Court rejected her First Amendment argument
 Found that her “nasty, personal comments” 

interfered with her job because they “fatally 
undermined her ability to enter into confidential 
and trusting mentor relationships” with beginning 
teachers

Richerson v. Beckon
2009 U.S. App. LEXIS 19327 (9th Cir. 2009)



3/26/2018

17

Stacey the Drunken Pirate

 Student teacher urged students to visit her 
MySpace Page

• comments criticizing her supervisor 
• photograph of her wearing a pirate hat and 

drinking from a plastic cup with the caption 
“drunken pirate”

 School refused to let her complete student 
teaching; couldn’t graduate without student-
teaching practicum

Snyder v. Millersville Univ.
2008 U.S. Dist. LEXIS 97943 (E.D. Penn. 2008)

 First tried to sue school, case dismissed
 Then sued university claiming violation of First 

Amendment
 Court: No protection under Pickering because 

postings dealt only with purely personal matters, 
not issues of public concern

Snyder v. Millersville Univ.
2008 U.S. Dist. LEXIS 97943 (E.D. Penn. 2008)
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Munroe v. Cent. Bucks Sch. Dist.
805 F.3d 454 (3rd Cir. 2015)

Teacher blog: “Where are we going, and why 
are we in this handbasket?”
• Called S’s “dunderheads” and “whiny, simpering grade-grubbers”
• Parents were “breeding a disgusting brood of insolent, 

unappreciative, selfish brats”
• Others: “argumentative f***”; “I hate your kids”; 

“unrealistically high perception of [your kid’s] ability”
• Graphic of a school bus with a "Short Bus" sign and "I DON'T 

CARE IF YOU LICK THE WINDOWS, TAKE THE SPECIAL BUS OR 
OCCASSIONALLY PEE ON YOURSELF ... YOU HANG IN THERE 
SUNSHINE, YOU'RE FRIGGIN SPECIAL."

Munroe v. Cent. Bucks Sch. Dist.
805 F.3d 454 (3rd Cir. 2015)

School received more than 200 opt-out 
requests from parents
Teacher allowed to return from maternity 
leave, given remediation plan, ultimately 
noticed for termination
Employee sued claiming First Amendment 
violations

Munroe v. Cent. Bucks Sch. Dist.
805 F.3d 454 (3rd Cir. 2015)

Court:
• Comments not protected under the Pickering 
balancing test

• Unnecessary to determine speech caused termination 
and if remediation plan was pretextual

• “In this case, Plaintiff's speech, in both effect and 
tone, was sufficiently disruptive so as to diminish any 
legitimate interest in its expression, and thus her 
expression was not protected." 
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Fourth Amendment Issues

The 4th Amendment

The right of the people to be secure in their 
persons, houses, papers, and effects, 
against unreasonable searches and 
seizures, shall not be violated . . .
 Key words – unreasonable searches
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O’Connor v. Ortega
480 US 709 (1987) 

Court: individuals do not lose Fourth 
Amendment rights merely because they 
work for the government
Public employer intrusions on the 
constitutionally protected privacy interest of 
government employees (desks, cabinets, 
etc.) for work-related purposes should be 
judged by the standard of reasonableness 
under all the circumstances

City of Ontario v. Quon
560 US 746 (2010) 

Employer gives employee a device for 
communication.
Employer informally tells employee that 
communications are not private, but that 
employee can use the device for personal 
use at own expense but employees must pay 
for overage charges.

City of Ontario v. Quon
560 US 746 (2010) 

Employee uses device to send personal 
messages to friends, including sexually 
explicit messages to wife and mistress.
Upon excessive overage fees, employer 
reviews transcripts of employee’s text 
messages sent and received on device to 
determine how many messages were work 
related and, if the excessive messages were 
work-related
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City of Ontario v. Quon
560 US 746 (2010) 

Employee challenged review, arguing 
violation of fourth amendment rights against 
unreasonable searches.
Court: Constitutional search

Riley v. California
555 US 1192 (2009)

May the police search digital information on 
a cell phone seized from an arrestee 
without a warrant?
In other words, testing the reasonableness 
of search incident to lawful arrest.
HELD: Police must generally obtain warrant 
before searching cell phone.

Riley v. California 
555 US 1192 (2009) 

“Modern cell phones are not just another 
technological convenience.  With all they 
contain and all they may reveal, they hold 
for many Americans ‘the privacies of life .’ 
The fact that technology now allows an 
individual to carry such information in his 
hand does not make the information any  
less worthy  of the protection for which the 
Founders fought.”
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How Does Riley Apply to 
Schools?

Technically, it doesn’t, but . . . 
USSC emphatic about cell privacy
Same privacy concerns that apply to 
criminal’s cell phones also apply to cell 
phones at school

The Bottom Line on the 
4th Amendment

Employees generally do not have a 
reasonable expectation of privacy when 
using work place computers even if the 
workplace computer is password protected.
Employees generally do have a reasonable 
expectation of privacy in the use of their 
personal email accounts

The Bottom Line on the 
4th Amendment

Best Practice: Require Technology Use 
Agreement and develop policies that clearly 
establish “no reasonable expectation of 
privacy” when employees are using District 
issued devices.
• Policies should explicitly state that the 
employer has a right to search all district 
issued devices and that execution of the use 
agreement constitutes consent for the search.
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The Bottom Line on the 
4th Amendment

Personal devices
• Address personal device access to school data 
in policy
•Don’t search an employee’s phone without 
talking to your lawyer first
• (Instead start by asking kid and parents…..)

Statutory Responses

Statutory Responses: 
Employers Asking for Passwords

 Employers have been asking for employees’ usernames and 
passwords

 25 states have banned this practice: 
− Arkansas
− California
− Colorado
− Connecticut 
− Delaware
− Illinois
− Louisiana
− Maine
− Maryland
− Michigan

− Montana
− Nebraska
− Nevada
− New Hampshire
− New Jersey
− New Mexico 
− Oklahoma
− Oregon
− Rhode Island
− Tennessee

− Utah
− Vermont
− Virginia 
− Wisconsin
− DC
− Guam

http://www.ncsl.org/research/telecommunications‐and‐information‐technology/state‐laws‐prohibiting‐access‐
to‐social‐media‐usernames‐and‐passwords.aspx
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Statutory Responses: Banning 
Teacher-Student Communication

 Louisiana: La Rev. Stat. Ann. § 17:81 (Q)(2)(b):
• “School-related electronic communication between teachers 
and students must take place via a means provided by or … 
made available by the school system”

• “Electronic communication between teachers and students 
for purposes not related to educational service is 
prohibited” 

My Advice to HR Administrators

 Get online yourself – be a resource and a role 
model for your staff and your community

 Carefully consider and adopt a policy on 
professionalism and boundaries
• Broader than social media
• One size does NOT fit all
• Prohibitions unworkable
• Engage the staff and community 
• Communicate that policy to staff and community
• Revisit the policy periodically
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My Advice to HR Administrators (con’t)

 Check your district’s Directory Information Policy 
 Continuing education is crucial – with ALL 

stakeholders
• Board members
• Administrators
• Staff
• Students
• Parents

Questions?

Karen Haase

KSB School Law
(402) 804-8000

ksb@ksbschoollaw.com

Facebook.com/ksbschoollaw @KarenHaase


